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In this year’s review we highlight 
some of these initiatives and 
consider what they tell us about 
UK fraud-fighting today. 

You will also find personal 
contributions from some of our 
trustees, who share their own 
views on the treatment of fraud 
victims and the obstacles they 
face in achieving anything like a 
fair and just outcome. 

For too long the victims 
of fraud have been crime’s 
forgotten victims – attracting 
little attention and receiving 
little sympathy. 

But times may be changing. 

Encouragingly, there now 
seems to be a new desire 
to provide the real support 
that very many fraud victims, 
especially the vulnerable, so 
desperately need. 
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The Fraud Advisory Panel 
is the respected, influential 
and independent voice of the 
fraud-fighting community. 

We lead the drive to 
improve fraud awareness, 
understanding and resilience.

Our members are drawn from 
all sectors – public, private 
and voluntary – and many 
different professions. They 
are united by a common 
concern about fraud and a 
shared determination to do 
something about it. 

Championing
anti-fraud 
best practice



The chairman’s overview

This is my first overview of the work of the Fraud 

Advisory Panel. I have spent most of my legal career 

dealing with fraud matters, both as a defence advocate 

and a prosecutor. Now I have a welcome and fascinating 

opportunity to stand back a little from the fray and look 

objectively at the many problems and clashing priorities 

thrown up by what has become the pervasive threat of 

financial crime.

The fraud landscape in the UK and internationally       

has changed dramatically since the Panel was first 

formed. But in that time it has worked tirelessly for a 

UK fraud-fighting response that is fit for purpose and 

victim-focused. Ten years ago fraud was still thought 

of as a victimless crime. It was the Panel that put the 

record straight and drew attention for the first time 

to the scandalous gap between the great suffering of 

victims and the feeble support they received. More 

recently, it was our extensive civil justice initiative 

that shone the brightest light so far on the many 

shortcomings of the civil and criminal systems and 

provided an expert and comprehensive agenda for 

reform. In this annual review we look back over those 

last ten years in particular, reviewing changing attitudes 

and looking at some of the new thought and action 

being aimed at better supporting all victims, but 

particularly the most vulnerable.

Recently we have been laying the foundations for the 

next phase of the Panel’s evolution. These preparations 

have included a comprehensive upgrade and refresh 

of our website as well as a more modern logo and 

branding. The website in particular was a major 

undertaking for us. The site is a key tool for informing, 

advising, supporting, campaigning and educating, as 

well as being a repository of our many guides, reports 

and surveys. We are confident it will add very significant 

value to our work whilst also improving our ability to 

reach those who need our expertise and advice most.

Our commitment to fighting for the rights of fraud 

victims remains front and centre. Top of a full agenda 

for the coming years will be tackling the many and 

varied difficulties victims face in the aftermath of 

fraud. And because reporting fraud and recovering 

assets are never easy we have beefed-up the victim 

support section of our new website. It now includes an                            

easy-to-use, interactive decision tree which victims will 

find invaluable from the moment they realise a crime has 

been committed. Our thanks go to Hannah Laming and 

the team at Peters and Peters for their help with this.

Prevention is a core activity for us. If there is any such 

thing as a cure for fraud, it lies in resilience. In the 

coming years we will be as busy as ever lobbying for 

safer systems, encouraging greater vigilance from the 

authorities and working with all business sectors to 

help them become more robust in the face of 		

economic crime. 

Our education and training programme is a large part of 

what the Panel does. Martin Robinson has spear-headed 

much of this work for more than ten years and, in so 

doing, has made a vital impact across a wide range of 

important issues. I would like to take this opportunity to 

thank him for what has been a most valuable, sustained 

contribution to an important aspect of the Panel’s work. 

My thanks also go to our trustees and members, who 

support the work of the Panel with first rate expertise. 

We are very fortunate to have such a dedicated, diverse 

and hard-working membership.

And finally I would like to personally thank Mia Campbell 

and Oliver Stopnitzky, both for their tireless work on 

behalf of the Panel and, in particular, for showing me 	

the ropes!

David Kirk, July 2015



About the Panel

Our vision

The Fraud Advisory Panel is a small charity with a big 

vision: we want everyone to have the knowledge, skills 

and resources they need to protect themselves against 

fraud and to help protect others too.

We seek to make a tangible, practical difference in the 

fight against fraud and financial crime by championing 

anti-fraud best practice and helping people and 

organisations to increase their fraud resilience and risk 

awareness. 

Our many, dedicated volunteers give very generously 

of their time, knowledge and experience to help us 

achieve our goals. 

Governance 

The Panel is governed by a board of trustee directors 

(their biographies are on pages 6 and 7) supported by 

two full-time members of staff. 

Funding

We are funded through subscriptions, event 

registration fees and an annual grant from ICAEW. We 

also receive ad hoc sponsorship and in-kind donations 

of time, expertise, venues and refreshments.

Membership and its benefits

Membership is open to anyone with a professional 

interest in the prevention, detection, investigation      

and prosecution of fraud and financial crime. 

Key benefits include:

•• a practical, public commitment to fighting fraud    

and promoting best practice in prevention; 

•• access to the resources needed to keep up-to-date 

with the latest skills, trends and developments; 

•• opportunities to network and share ideas with      

like-minded professionals; 

•• access to an organisation with a nationwide reach 

and a growing international profile; and 

•• the chance to contribute to an expert and influential 

voice speaking with clarity and independence on 

the anti-fraud challenges of our times.

There are two ways to join – as an individual 

or as an organisation. Both offer a wealth 

of professional development opportunities 

and practical benefits. For more information 

please contact us on +44 (0)20 7920 8637 or                                   

membership@fraudadvisorypanel.org.
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Key achievements

In addition to a packed calendar of training      
events, speaking engagements, written responses 
and new publications, the Panel made time to 
contribute new ideas to fighting cybercrime and 
supporting victims.

Highlighting options for financial redress

Following-on from our long-running campaign to improve       

outcomes for fraud victims in England and Wales we have now 

created an interactive online tool to explain the criminal and civil 

justice processes and how the two systems interact. We have also 

published new guidance on the options available for recovering  

losses. Both are featured on our new website, which was launched     

in June 2015 after 18 months of development. 

Championing victim support 

We were pleased to see the police developing some of our 

recommendations for improving the service and support given to 

fraud victims. Victims will now be informed if and when their case is 

sent to a local force for investigation. Meanwhile, a pilot economic 

crime victim care unit (ECVCU) has been established by the City of 

London Police, Metropolitan Police Service, British Transport Police 

and others (see page 14 for more details). 

Helping fight cybercrime

We have been supporting a range of public policy initiatives 

designed to fight cybercrime, including: the government’s Cyber 

Street campaign to improve online safety for consumers and small 

businesses; the development of a cyber-security e-learning course 

for legal and accountancy professionals; plans for law enforcement to 

assess the national threat from cyber-fraud. We also convened one 

of our expert roundtables to consider the risks associated with digital 

currencies (specifically cryptocurrencies) and to explore solutions. 

New helpsheets included Bring your own device policies and 

E-commerce risks to online retailers.

All our publications are available free-of-charge from the ‘resource’ 

section of our website. 
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Contributing to the national agenda

We submitted a total of six written responses to consultations by 

the government and others. These covered a broad range of issues, 

among them: the London business crime strategy; tackling fraud and 

abuse in charities and the public sector; fraud reporting and company 

ownership. We also gave oral evidence to the joint parliamentary select 

committee on the draft Protection of Charities Bill.

The Panel’s interests were represented on the National Crime Agency’s 

economic crime command threat group and the Charity Commission’s 

voluntary sector fraud group, as well as at stakeholder meetings on 

whistleblowing, cyber-theft and capacity building for new businesses 

(to name just a few). 

Educating and training

Almost 400 anti-fraud professionals and business people attended 

eight Fraud Advisory Panel events in Belfast, Birmingham, Edinburgh 

and London, including a series of workshops delivered in partnership 

with the Consultative Committee of Accountancy Bodies (CCAB), 

which represents the collective interests of the main UK accountancy 

bodies. Our first ever Great Scottish Fraud Debate asked, ‘Should 

Scotland adopt the Fraud Act 2006?’, and generated much lively and 

thought-provoking discussion. 

Three one-day training courses on auditing fraud risk were delivered 

on behalf of the Chartered Institute of Internal Auditors. A total of five 

external speaking engagements were fulfilled in the UK and Europe. 

The Panel also teamed up with ICAEW to teach money management 

and fraud awareness skills to 12–16-year-olds as part of the Tottenham 

Hotspur Foundation’s Imagine IF project.

Supporting members

A highlight of the year was the establishment of a new regional group 

in Northern Ireland. 

Nationwide, more than 200 members and invited guests attended 

a total of 15 member meetings in order to network and exchange 

information, discuss new and current developments in the anti-

fraud arena, hear from guest speakers and make a wide range of 

contributions to our activities. 

We have rolled-out some new benefits for corporate members, perhaps 

the most significant being a new company visit scheme designed to 

encourage regular contact and continuing dialogue on the issues that 

matter most to members.
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Aftershocks from the age    
of light-touch regulation and 
the global crisis it spawned 
continue to make the news 
as they pass through the 
criminal justice system. 

Away from the headlines, 
a growing appreciation 
of the great harm fraud 
does to ordinary people is 
at last producing signs of 
a more co-ordinated law 
enforcement response. 

The year in review
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Corporate fraud 

With fall-out from the global financial crisis having 

sharpened the public appetite for action, law 

enforcement agencies have been prompted to reassess 

the powers they need to combat financial misconduct. 

The Serious Fraud Office (SFO) is conducting several 

investigations into Libor fixing and foreign exchange 

manipulation, with the first major Libor trial due to 

open soon. Under s91 of the Financial Services Act 2012 

specific new offences have been created to punish 

anyone found guilty of benchmark manipulation. 

Meanwhile, the SFO is also working on corporate 

bribery cases which include allegations of ‘failure to 

prevent’ (as required by s7 of the Bribery Act 2010). 

The SFO director is keen to see a new offence of ‘failing 

to prevent economic crime’ also placed on the statute 

book, so it will be interesting to see how these bribery 

cases work out in practice. They are complicated 

by self-reporting and internal investigations in an 

international context, raising the possibility that 

deferred prosecution agreements (DPA) will be called 

for. So far no-one has been charged under the Act  

and, more than a year after their introduction, not a 

single DPA has been announced, let alone completed. 

Perhaps the coming year will finally demonstrate if this 

new regime really does work.

Fraud against the individual				  
and smaller businesses

At the other end of the scale we find ordinary 

individuals being targeted as never before by an     

army of career criminals and organised crime groups, 

touting worthless investments (in shares, land, wine, 

even carbon credits), pestering for pensions to be 

cashed-in, or raiding bank accounts by more or less 

sophisticated means. These victims are all too easy 

to identify. Many are retired and elderly and have had 

to watch as their pension pots earned disappointing 

returns year after year. No wonder they are prepared 

to listen to the cold calls and impossible promises from 

boiler rooms – and then, ultimately, to hand over their 

money. They are losing their life savings, with severe 

hardship being the result. 

SMEs too have their own stories to tell; they are falling 

prey to rogue employees from within as well as co-

ordinated threats from without. The amounts taken 

can sometimes seem like a drop in the ocean, but 

they are big enough to cripple a small business, put its 

people out of work and do enormous damage to the 

surrounding local economy.

Fighting fraud

The total annual loss to the UK economy from frauds, 

large and small, probably exceeds £52bn. Roughly 

one-third of that is taken from the public purse. The 

damage done is not confined to financial losses. Public 

confidence in institutions is shaken. The value of 

major corporations is undermined. Investor returns are 

hobbled. As we saw in the financial crisis, in the very 

worst cases great institutions can come crashing down 

with savage consequences.

Against such a backdrop it might be thought that 

a rather obvious response would be to create a           

well-resourced plan for preventing fraud, prosecuting 

perpetrators and recovering funds. It would need to 

be supported by effective international co-operation 

and technical capacity-building, and then wrapped in 

a suitable legislative framework. And it would need 

to be well-executed not just in London but across the 

country. But surely such a thing would be a sound piece 

of public investment – promising excellent returns for 

taxpayers – even (or perhaps, especially) in times of 

austerity? 

While the law enforcement response to fraud has 

been rather mixed in recent years, in fact there are 

now some encouraging signs that the authorities are 

putting together a properly co-ordinated plan. The 

National Crime Agency (NCA), the City of London 

Police, Action Fraud and others are working hard to 

devise strategies that will ensure individuals see their 

frauds resolved rather than consigned to a statistical 

never-never land. Meanwhile, those who tackle the 

most complex fraud (including the investigators and 

lawyers at the SFO, HMRC, FCA and the Competition 

and Markets Authority) are showing a determination 

to up their game. We welcome these various hopeful 

signs, but note that the Home Office will need to have 

its feet held to the fire if counter-fraud capacity across 

the board is to be not merely maintained but expanded, 

and significantly so.



Supporting the 
victims of fraud

It is ten years since our 2004–2005 
annual review drew attention to the true 
cost of fraud and the lack of anything 
like an adequate attempt to support 
its victims, ushering in a decade-long 
Panel commitment to championing the 
interests of fraud victims.
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A decade ago light-touch regulation was de rigeur, 

political interest in fraud-fighting was limited at best, 

investigative and prosecutorial budgets for economic 

crime were stretched thin (soon to get thinner) and 

support for victims could seem almost non-existent. 

Fraud was commonly referred to as a victimless crime, 

or else the victims themselves were blamed for their 

own misfortune. Companies could afford the losses, it 

was said, while individuals got what they deserved for 

being stupid, naive or greedy. 

Our 2004–2005 review told a very different story. 

Homes repossessed, jobs lost and businesses 

destroyed. Marriages, families and friendships damaged 

beyond repair. Hopes and dreams of all kinds ruined.    

A catalogue of pain and misery leading to physical and 

mental breakdown, early death, even suicide. 

Today the consequences of this kind of thinking are still 

with us. In the largest ever study of victims in England 

and Wales – Not a Victimless Crime: the impact on 

individual victims and their families – Portsmouth 

University found that as recently as 2012 support 

services for victims were still nothing like a match for 

the depth and complexity of their hardships. In the 

same year our own wide-ranging civil justice initiative 

– which recommended urgently-needed improvements 

to the civil and criminal justice systems for the benefit 

of all fraud victims in England and Wales – found a 

distinct lack of sympathy for victims among certain 

anti-fraud professionals. Meanwhile, the vast gap 

between the harm fraud does to society and the public 

resources committed to fighting it is as persistent, 

frustrating and hard to explain as ever.

But recently there have been some hopeful signs of 

a kinder and more logical approach. A number of 

new (mostly regional) initiatives are focusing closely 

on the broad needs of victims and those at risk, and 

particularly the vulnerable.

We are all ‘vulnerable’ now



Cifas – protective registration for the vulnerable

A new free service, from Cifas – the UK’s Fraud 

Prevention Service, is helping local authorities protect 

the financial affairs of vulnerable people in their 

care. Under the Mental Capacity Act 2005 these 

people are unable to manage their own finances and 

are vulnerable to financial abuse by unscrupulous 

strangers, rogue traders, unpaid carers or even a 

manipulative family member.

Using the ‘protective registration for the vulnerable’ 

service a local authority can now have the vulnerable 

person’s details held securely and confidentially on the 

Cifas national fraud database. If a Cifas member then 

receives a request for credit or some other financial 

service from that person, the routine anti-fraud and 

credit checks immediately flag-up the applicant’s 

situation and an appropriate safeguarding response is 

triggered.

Lee Thorne is the service’s newly-appointed 

development manager: ‘The scheme was initially 

designed in response to an enquiry by Birmingham City 

Council and then launched in May 2014. We are already 

providing the service to nine local authorities. Many 

more are interested and we are actively seeking new 

relationships with local authorities to expand coverage 

and help protect more vulnerable adults.’

Pressured to make illegal cash transfers

A long-standing bank customer called into his 

branch one day wanting to change his account 

and be able to access his savings with a cash card 

through ATMs. The gentleman was accompanied 

by someone introduced as a ‘social worker’. The 

bank’s routine Cifas checks quickly revealed the 

customer’s true situation; he no longer had the 

legal power to perform such transactions. A 

call to the local authority confirmed that no real 

social worker was involved – or, indeed, would 

behave in this way – and the appropriate welfare 

checks were triggered.

Action Fraud – victim care unit 

Report a fraud to Action Fraud and ideally it will be 

referred to your local police force for investigation and 

prosecution. Alternatively, your local force may only 

be able to point you in the direction of Victim Support. 

But there is a third possibility; your case is assessed by 

Action Fraud as not being solvable and you may get 

no follow-up from your local force either. Action Fraud 

concedes that this last group receives very little that 

might be called a service. Until now. 

With initial funding from the Mayor’s Office for   

Policing and Crime (MOPAC), the City of London   

Police (working in partnership with the Metropolitan 

Police and the British Transport Police) has established 

an economic crime victim care unit (ECVCU). Its 

primary objective is to help vulnerable victims in 

London feel safer and to make them less likely to 

become repeat victims. 

A four-month pilot used a matrix of factors to identify 

400 victims to receive the new service. Each was 

assessed to see if they were vulnerable in any way and 

then contacted by phone to be offered tailored advice 

on how to avoid repeat victimisation and help finding 

additional sources of support. 

A formal review process received positive feedback 

from victims and has so far found no evidence of repeat 

victimisation. Action Fraud is led by Pauline Smith: 

‘The ECVCU is a direct result of the creation of Action 

Fraud. Without the Action Fraud data not only would it 

be impossible to target resources in this way, we’d still 

be unable to do things like bring disparate victims of a 

single fraud together so that they can take joint action 

or collectively engage professional help.’

The ECVCU pilot, due to finish at the end of March, is 

now being funded for another year with the objective 

of helping another 3,000 or so individuals and SMEs. 

‘Dark and nasty’

Even though Pauline Smith – the new head of 

Action Fraud – has been involved in policing 

for 30 years, she has still been shocked by the 

callousness with which fraudsters target and 

groom their emotionally vulnerable victims before 

systematically exploiting them. ‘It’s dark and nasty 

– and very cruel by any standards,’ she says. 

14
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Sussex Police – ‘Operation Signature’

When Sussex Police received from the National Trading 

Standards scams team a so-called ‘suckers list’ with 

1,537 local names on it, they decided to visit every one. 

What they found was shocking. The average age was 

high and the data was more than two years old, so 

more than one-third had already died or moved away 

(mostly into care homes). Of the remaining 900, 386 

(43%) were found to be victims. Most were in their 80s 

or 90s and had no idea they’d been defrauded. Almost 

100 had lost more than £1,000 each; the highest 

individual loss was more than £300,000; the total 

loss exceeded £2m; some were now living in extreme 

poverty. Most of these people would not normally have 

come to the attention of the police – scam victims are 

often in denial or unaware – but many of them were 

now easily identified as victims of other types of fraud 

as well. 

Bernadette Lawrie is the Sussex Police financial abuse 

safeguarding officer: ‘PCSOs conducted the visits. 

They were managed through neighbourhood policing 

teams and that local knowledge and familiarity was 

very useful when visiting banks, businesses, sheltered 

housing, etc. The many elderly people responded 

positively to the sight of a uniform too. The PCSOs 

had a specially-designed questionnaire and risk 

scoring matrix so they could systematically gather 

the information we needed to be sure how and by 

whom the individual was being targeted, and how we 

might best prevent it happening again. The risk matrix 

scores also helped us calibrate the person’s future 

safeguarding and support needs.’ 

The programme – known as Operation Signature – 

was a great success and the model has now been 

made standard police procedure in fraud cases across 

both Sussex counties. In fact, the visits are now part 

of a much broader, joined-up approach. Banks and 

financial institutions are being encouraged to support 

prevention and help reduce local vulnerabilities 

(including repeat victimisation) by doing more to 

engage and communicate with their customers. A 

network of partnerships with third-sector, charitable 

and social care agencies is being developed to support 

victims beyond the initial assessment. In the pipeline 

are training tools to improve victim identification and 

reduce repeat victimisation by raising awareness across 

a broad front. 

Based on this and the linked work being done locally to 

fight serious organised crime, Sussex Police have been 

asked by the Home Office to help develop a national 

best-practice blueprint for protecting vulnerable fraud 

victims. A training and information DVD is now available 

to forces nationwide. Devon and Cornwall Police have 

already adopted a similar model. Other forces are 

showing interest. 

Simple measures make the difference

For safeguarding officer Bernadette Lawrie it was 

the miserable experience of one 94-year-old local 

man that opened her eyes both to the despicable 

nature if these crimes and the lack of adequate 

support for victims. This man, bombarded with 

calls and letters, had lost £100,000 to lottery 

scammers. He’d first come to the attention of 

police three years earlier – having lost ‘only’ 

£10,000 – but the investigation went nowhere 

because the criminals were overseas and nothing 

was done to protect him from further losses. 

This time things were different. Some simple 

preventative measures – a new telephone number, 

family involvement, name blocking with the 

money transfer companies and a police visit to 

the local Post Office – quite quickly brought his 

victimisation to an end. 
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North Yorkshire Trading Standards –                     
a joined-up approach

North Yorkshire County Council and North Yorkshire 

Police have formed a joint team to deliver something 

completely new; a multidisciplinary fraud investigation 

and safeguarding response managed by the council’s 

trading standards service. The needs of vulnerable 

fraud victims, which includes many repeat or ‘chronic’ 

victims, can be complex. For the first time they will all 

be addressed through a single, joined-up service.

Funding for the initiative is coming from the county’s 

public health budget; a clear sign that its primary 

focus is broad victim impacts rather than criminal 

justice outcomes. Even so, the team also performs its 

own asset recovery proceedings as part of a broad 

philosophy which seeks to restore a victim’s financial 

self-reliance where possible.

This is a big challenge for a small team. North Yorkshire 

is a popular retirement area with a population older, 

lonelier and richer than the national average. It also has 

a higher than average incidence of dementia diagnoses. 

In addition to its own cases the team receives 200 

referrals a month from Action Fraud. So-called 

‘suckers lists’ seized recently from scammers included 

more than 1,700 local names; each will now require a 

safeguarding visit. Even more suffering remains hidden; 

national trading standards research indicates that 90% 

of scam victims never report.

Exploited by false friends

One fit, spry 91-year-old North Yorkshire resident 

caught the attention of her bank by ordering a 

new chequebook every fortnight. Every day for 

many months scam letters would drop through 

her letterbox. She diligently answered every 

one, frequently enclosing a cheque. By the time 

the bank alerted trading standards the woman 

had lost £200,000. Every effort to change her 

behaviour, including repeated safeguarding visits, 

has so far failed to convince her that the letters 

are anything other than genuine communications 

from people she has come to regard as friends. 

When the family began to intercept the letters 

her reaction was close to grief.

Royal Bank of Scotland – branches on the alert

Towards the end of 2013 the threats of financial 

abuse faced by many vulnerable adults were causing 

concern at meetings of the Scottish Business 

Resilience Centre (a government initiative also backed 

by Police Scotland). Royal Bank of Scotland put its 

corporate hand up and volunteered to launch its own 

safeguarding pilot and then to share its experiences. 

The bank created a single point of contact so that all 

its Scottish branches can easily report concerns about 

vulnerable customers. It also set about building closer 

working relationships with government agencies and 

third sector organisations across Scotland, including 

trading standards and social services departments,    

the police and the Office of the Public Guardian.          

All front-line branch staff in Scotland were trained 

to help them recognise the sorts of inappropriate 

transactions and unusual behaviour that are often         

a sign that something is amiss. 

By the end of February 2015 the Scottish RBS  

branches had made 320 referrals with 97 of them 

resulting in safeguarding action. Originally intended as 

a nine-month pilot, the initiative has now been running 

for 18 months and plans are being made to roll it out to 

all UK branches.

We are all in it together

RBS deliberately uses a broad definition of 

what it means to be vulnerable, as Lesley 

Marjoribanks from its security and resilience 

function explains: ‘The elderly and confused 

are an important group, of course, and working 

with Dementia Friends has enabled us to 

provide specialist training for front-line staff. 

But we also want to support any customer who 

might be deemed vulnerable, whether because 

of physical or mental difficulties, or because of 

a change in their personal circumstances such 

as a bereavement.’



Co-operation isn’t co-ordination

We are encouraged to see so much good work being 

done to help vulnerable people avoid becoming fraud 

victims or to put their lives back together afterwards. 

We applaud everyone involved.

Nonetheless, it is hard not to be struck by the overlap 

between initiatives as well as encouraged by the many 

potential synergies. It reminds us not only that the 

UK lacks anything like a co-ordinating presence in 

the fight on fraud, but also how vitally-needed such a 

body still is.

Meanwhile, research confirms what our common 

sense tells us; the threats (especially from organised 

crime) are growing and the rapid pace of change 

is ensuring that what it means to be vulnerable is 

constantly shifting too, with the potential to capture 

any of us at one or more points in our life. The recent 

pension reforms are a case in point (see Pension fraud      

turbo-charged on page 20).

It can sometimes feel as if fraudsters sense weakness 

like sharks scent blood. We know they are constantly 

circling, looking for fresh vulnerabilities to attack, 

because we see the relentless flow of new and 

ingenious deceptions. 

It is, then, the collective responsibility of us all to 

be just as alert, creative and organised in our own 

defence. As these projects show, the creativity is not 

in short supply. But a joined-up, national approach is 

still badly needed. 

In an open letter to the new policing minister, 

Mike Penning MP, the Fraud Advisory Panel,    

Age UK, Cifas, the National Trading Standards 

Board, Victim Support and seven other national 

organisations have publicly called for a new 

national fraud indicator (a previous indicator was 

lost in 2014 when the National Fraud Authority 

was disbanded) and the creation of a National 

Scams Task Force to give new focus and vigour 

to the fight against the ‘abhorrent’ targeting of 

the elderly and vulnerable. 
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Is fraud different?

Once the ‘victimless crime’ myth is debunked, it can 

still be tempting to think of fraud as little more than 

theft by trickery. 

In its draft National Policing Strategy for the Victims 

of Fraud, City of London Police, speaking as the 

national policing lead on fraud, now says that this is a 

serious misclassification with harmful consequences 

for individual victims and society. Fraud is better 

understood from the point of view of the criminal 

modus operandi. Which means the more appropriate 

comparison is not with theft but with violent predatory 

crimes in which targets are selected carefully, and 

then groomed, before being ruthlessly victimised, 

sometimes repeatedly. Just like other predatory 

criminals, the fraudster carefully creates a basis of		

trust and it is this trust that makes the crime possible. 

Now that the entire lifecycle of the crime is beginning 

to be considered, and not simply the financial loss, 

others are seeing what the Panel has been saying for 

a decade – the psychological and emotional impact of 

the predatory phase often does more lasting harm to 

the victim than the financial loss itself.

We know that the quality of the support crime victims 

receive makes a big difference to how they recover 

from their psychological and emotional injuries. Why 

then, in spite of these similarities, are most fraud 

victims still receiving nothing like the support given to 

the victims of other predatory offences?
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What do we mean by vulnerable?

What do fraud-fighting 
organisations mean when 
they talk about victims 
being ‘vulnerable’?

Mental capacity

A strictly legal definition is provided by the Mental 

Capacity Act 2005. This is the law under which local 

authorities take responsibility for the financial affairs 

of vulnerable adults. It is also necessarily the definition 

used by Cifas. 

Victim’s code

The Home Office uses a broader definition. 		

To be vulnerable in the eyes of its victim’s code 		

you must meet one or more of the following: 

•• be under 17-years-old at the time of the offence;

•• suffer from a mental disorder within the meaning    

of the Mental Health Act 1983;

•• have a significant impairment of intelligence and 

social functioning;

•• have a physical disability or suffer from a mental 

disorder.

Data-driven

Then there are statistical measures of vulnerability; 

the fluid definition revealed by the shifting patterns in, 

among others, Action Fraud’s reporting data. This kind 

of vulnerability changes over time; a combination of the 

hand fate deals us at any given moment, society-wide 

changes in the way everyday life is lived and organised 

(including the technology we use), shifting social 

attitudes and norms, public policy changes at the local 

and national level, to name just some. 

Prevention

In the draft National Policing Strategy for the Victims 

of Fraud much is made of the importance of this 

dynamic definition of vulnerability when it comes to 

fraud prevention. A truly victim-focused approach to 

prevention needs to understand how an individual’s 

situation or circumstances contributes to their 

vulnerability, regardless of age, capacities or capabilities. 

Victims of the crimes that cause the most harm are 

more often than not ‘dynamically’ vulnerable in this 

way. For this group, with complex needs unique to each 

individual, it requires creativity and flexibility to provide 

a service that is both effective and affordable.
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Pension fraud turbo-charged

Recent pensions reforms illustrate perfectly how 

individuals can be rendered newly-vulnerable by 

external factors, in this case a change in government 

policy.

From April 2015 people over 55 years of age can, for 

the first time, withdraw all of their pensions savings 

in cash. The idea of taking personal control of your 

pension pot is attractive. But many new retirees will 

find the practical reality challenging and stressful, 

making them perfect targets for a highly-developed 

pension fraud industry.

The under-55s are already being targeted by so-

called ‘pension liberation frauds’ promising higher 

investment returns if they cash-in their pension early. 

Of course the high-yield investments are bogus, the 

returns never materialise and often every penny is lost. 

A recent survey by consumer watchdog Which? found 

that one-third of people approaching retirement have 

been offered ‘potentially dodgy’ pension products 

such as unsolicited investment opportunities (21%) 

and free pension reviews (16%). Half of the people 

questioned were confident that they would be able to 

identify a real investment from a con, but 37% feared 

they could be tricked.

The latest pension freedoms have put new retirees 

in the same firing line. The system seems designed 

primarily for speed not security; the regulator has 

very few powers and pension trustee’s must complete 

transfers within 90 days of a request. After that, a 

pensioner’s prospects of a secure old age are only as 

good as the guidance they seek out for themselves.

The government’s free Pensionwise guidance service, 

as well as the campaigns by the FCA (Scamsmart), 

the Pensions Regulator, the Association of British 

Insurers and the Pensions Advisory Service (among 

others), all draw attention to the warning signs of a 

pension fraud in-the-making.

But, like Age UK, we are very concerned about the 

wider impact on the future security of pensioners. 

In its recent evidence review – Only the tip of the 

iceberg: Fraud against older people – Age UK 

quotes one pensions expert as saying, ‘The new 

pension freedom has given a massive turbo boost                   

to fraudsters’. 

Reforms in this country have a habit of ending up 

looking like a gift to the fraudsters and mis-sellers 

of the world. The Panel believes that these reforms 

too, well-intentioned though they are, will provide yet 

another case study in the failings of government when 

it comes to factoring fraud risks into the formulation 

of public policy. 

In the pages that follow, Panel trustees 
take a personal look at the multi-layered 
challenges facing a typical fraud victim. 
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Fraud victims and the 
criminal justice system

Legal expert Monty Raphael QC 
charts a typical victim’s journey 
through the criminal justice 
system and laments their  	
meagre chances of redress.

Many frauds are resolved outside the justice 

system. Frauds on bank accounts and credit 

cards tend to be investigated by the banks, 

who will often cover the customer’s losses 

themselves. Elsewhere though, victims seeking 

recompense can face numerous obstacles. 

With civil legal aid increasingly inaccessible, the 

majority of victims, unable to afford litigation, 

have little choice but rely on the criminal justice 

system. This is the group I wish to focus upon: 

the majority of private individuals and small 

businesses who, unlike the larger corporations, 

simply cannot afford to pursue a civil claim.

Hurdles at every turn

For these victims things are difficult from the 

very start. Police non-investigation policies 

prevent vast numbers of fraud cases from ever 

entering the criminal justice system. Where 

an investigation does take place the Crown 

Prosecution Service (CPS) may still decide 

that there is insufficient evidence to prosecute. 

In a small number of these cases a private 

prosecution could be an effective alternative, 

but only for those with the necessary means. 

In any case, private prosecutions always carry 

the risk of being taken over by the CPS and 

then discontinued. Regardless of whether a 

prosecution is brought privately or at public 

expense, there is no guarantee of conviction. 

Ministry of Justice figures for the year ending 

September 2014 show a fraud conviction rate 

of 78.2%, marginally below the 80.6% for all 

indictable offences.
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Before attempting to chart the average fraud victim’s 

path through the justice system, we must first note the 

regrettable lack of reliable statistics. This is primarily 

caused by low reporting rates (see Fraud statistics: the 

real scam, page 23). Figures from the Office of National 

Statistics tell us that 224,947 fraud offences were 

reported to the police through Action Fraud in 2014.  

But this is not the full picture. The real figure must be 

much higher because the National Fraud Intelligence 

Bureau received 411,590 reports from industry bodies 

over the same period. We can also be fairly certain that 

very many frauds go entirely unreported, with victims 

either unaware of what has happened, too embarrassed 

to report it, or unable to see the point in bothering.



Missing compensation 

But what if a case does make it to trial and the 

defendants are convicted? The victims are still unlikely 

to recover their losses. There is a dearth of statistics 

here too, but the most recent (from 2012) show 

that only 35.8% of offenders sentenced for fraud or 

forgery in the Magistrates’ Court were subject to a 

compensation order. The equivalent figure for the 

Crown Court was an even more depressing 6.7%.

One of the main problems for victims is that in 

compensation proceedings, as in all other parts of a 

criminal trial, they have no locus standi (ie, no right 

to act or to appear in court). Orders are made on the 

application of the prosecution or the initiative of the 

judge. If neither occurs, the victim cannot challenge 

the decision. Compensation orders are never made if 

the defendant is thought to lack the ability to pay. If 

the case is a complex one these matters are likely to 

be considered more appropriate for civil proceedings, 

which the victim cannot afford to pursue.

Non-payment

Even when compensation is ordered, it still might 

not be paid. The Magistrates’ Courts enforce these as 

if they were fines; if the fraudster defaults a means 

inquiry must be held, after which the amount of 

the order might be reduced. The defendant can be 

imprisoned for failing to pay, but only if the court 

believes that the default is the result of wilful refusal 

or culpable neglect and that all other enforcement 

methods are inappropriate or likely to be unsuccessful. 

Some defendants even choose prison over payment, 

thus terminating the compensation order and leaving 

the victim without redress.

Finally, some help is available from the Proceeds of 

Crime Act 2002 (POCA), but it is very limited. Where a 

defendant is subject to confiscation and compensation 

orders but cannot meet both, the court must require 

the compensation to be paid out of the money 

recovered by confiscation. But if no compensation 

order has been made, any restraint order imposed on 

the defendant’s property might delay civil recovery. 

Since POCA requires the court to exercise its powers of 

restraint without regard to the defendant’s obligations 

to third parties, victims who cannot show an ownership 

claim over restrained assets are treated as unsecured 

creditors with no hope of the restraint order being 

varied to release their funds.

The Fraud Advisory Panel believes that the 

government should make it a priority to 

provide adequate remedies for the victims of 

fraud. Perhaps it is time our adversarial system 

found a way for the victims of crime to be 

accommodated in the criminal trial process.
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Fraud statistics: the real scam?

Senior police officer Oliver 
Shaw says incomplete official 
fraud statistics leave victims 
disadvantaged all over again.

Successive governments have acknowledged that 

official crime statistics do a bad job of recording the 

true extent of fraud in the UK. As far back as 2006 the 

attorney general’s Fraud Review conceded that ‘Fraud 

is massively underreported. Fraud is not a national 

police priority, so even when reports are taken, little is 

done with them. Many victims therefore don’t report 

at all’. Whilst there have been a number of positive 

developments since the Fraud Review – not least the 

introduction of the Action Fraud national reporting 

mechanism – the collection of official fraud statistics 

remains critically flawed. At best the current system 

diminishes the interests of fraud victims; at worst it 

looks like a cynical mechanism to hide the true level               

of economic crime in the UK.

Why do statistics matter?

Incomplete crime statistics work against victims in 

a very direct way. The day-to-day business of police 

forces and their partner agencies, including the 

National Crime Agency’s economic crime command, 

is driven by the national intelligence model, which 

exists to ensure that scarce resources are applied to 

the offences that do the greatest harm to victims. But 

without a sound understanding of the amount of fraud 

in the UK, and who it is hurting, the correct amount 

of attention cannot be applied to the problem. For an 

example of how improving our understanding of crime 

can benefit victims we need only look at the amount 

of law enforcement resources now focused on child 

sexual exploitation. Clearly, encouraging victims to 

report crime really does make a difference.

What is going wrong?

The government uses two methods to estimate        

the total number of fraud offences and both are 

flawed. Crimes recorded by the police are the 

primary source. These records date right back to 

1898. The data are drawn directly from reports made 

to Action Fraud and then submitted monthly to the 

Home Office alongside the general crime figures. 

The second method is the crime survey for England 

and Wales (CSEW), now managed by the Office for 

National Statistics (ONS). Originally named the British 

crime survey, CSEW was introduced in the early 

1980s because statisticians were concerned about a 

‘reporting gap’ in the official figures. While offences 

such as burglary are generally well-reported, less 

serious crimes, including theft and criminal damage, 

are much less so. CSEW draws its information from 

face-to-face interviews, with researchers asking 

householders questions about their own experience of 

crime over the past twelve months. The current figures 

clearly demonstrate the reporting gap: in 2014 some 

6.9m offences were reported by households, but only 

3.8m were picked up by police records.
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Both of the official datasets show a rise in fraud over 

the previous year (9% in the case of CSEW), but each 

also contains methodological limitations which under-

represent the number of offences. CSEW asks only 

a limited number of questions about fraud, crucially 

excluding failed attempts and many cybercrimes. 

Action Fraud statistics exclude the large number of 

reports from industry (specifically credit and debit 

card fraud) that are ingested by the National Fraud 

Intelligence Bureau each year.

The ONS recognises the need to address its failings 

and has recently undertaken a comprehensive review 

of its survey questions in an attempt to capture a much 

greater range of offences, including the ‘cyber-enabled’ 

and ‘cyber-dependant’. In the coming year the Fraud 

Advisory Panel will be working with the ONS, linking 

the nation’s official statisticians with Panel members 

who have specific expertise in this field. We will also 

be encouraging the Home Office to conduct its own 

review and, crucially, to begin including industry reports 

in their dataset. The Panel is under no illusions about 

the political significance of such an adjustment, which 

would undoubtedly have a material impact on the 

annual crime totals.

The Panel leads the way

Among the Fraud Advisory Panel’s major 

strengths is its reputation for independence allied 

to an ability to adopt an empirical approach to 

often-emotive national fraud issues. This means 

we are well-placed to lead efforts to improve the 

way fraud is recorded in the UK. 

Another reason for us to become involved in this 

delicate area is our long-standing commitment 

to victims. Since our 2004–2005 project, The 

Human Cost of Fraud, we have made it our 

business to champion their often-overlooked 

interests. As a body of professionals, united by 

a common purpose to raise awareness of the 

immense human, social and economic damage 

caused by fraud, we can approach this important 

work with confidence, skill and vision.

Of course it would be wrong not to recognise 

the progress already being made in this area, 

and we commend the ONS for its willingness 

to look afresh at its own survey methodology. 

But it would also be surprising if the next twelve 

months did not see the Panel at odds with 

the Home Office on this matter. If a common 

methodology were to be applied to the already 

significant number of fraud reports made to 

the National Fraud Intelligence Bureau, the 

resulting numbers would very likely show that 

crime in the UK is in fact rising, not falling. We 

understand that this would be a very unpalatable 

message for any home secretary. But a vigorous 

approach to creating a more accurate picture of 

fraud – one that can feed a properly calibrated,                  

fact-based approach to anti-fraud policy 

formulation and resource allocation – is surely  

the least the UK’s legions of as-yet uncounted 

fraud victims deserve.
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Accountants as trusted 
business advisers

Chartered accountant 
Felicity Banks explains why 
accountants are so often 
the first port of call for          
small businesses seeking 
fraud advice.

Years ago small businesses would lean quite        

heavily on the close and continuing relationship 

they frequently had with their local high street bank 

manager. Today the retail banking model is much 

changed and the link between branch and customer 

is seldom as close (but see Royal Bank of Scotland – 

branches on the alert, page 16). Unsurprisingly, small 

businesses continue to look for convenient and reliable 

sources of general business advice, and many of them 

find it in their accountants. 

The Small Business Survey 2014 by the Department for 

Business, Innovation and Skills (BIS) found that small 

businesses were more likely to seek private sector 

advice and information from an accountant than a 

bank or solicitor. Furthermore, research conducted 

among small businesses by the Institute of Chartered 

Accountants in England and Wales (ICAEW) found 

that 48% considered their accountant to be their most 

trusted business adviser. These findings are not that 

surprising when you recall the great burden of official 

administration small businesses must carry these days. 

Much of that burden is, of course, financial. There are 

the obvious tax returns, annual financial statements 

and cash flow forecasts for the bank. But then there 

are the many consequences of government efforts to 

integrate tax, social security and pensions reporting, 

and boost pensions take-up. This too is the natural 

habitat of the accountant.
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For small businesses concerned about their 

vulnerability to fraud, or who fear they might already 

have become a victim, the accountant can make a 

good first port of call. Thanks to the disciplines of the 

tax year, they will generally already have a detailed 

and up-to-date picture of the client’s business, its 

challenges, performance and prospects. The core 

content of a chartered accountancy qualification 

includes business management and control skills, 

including risk management. Audit training covers 

not only the practical but the regulatory aspects too, 

including the recognition of exactly the kinds of errors 

and omissions that can point to fraud. Where client 

needs exceed the chartered accountant’s capabilities, 

most will also be ready and able to recommend 

suitable additional sources of specialised technical, 

professional and legal help. 

The wider fraud-fighting community can also benefit 

from the specialised, detailed knowledge accountants 

will frequently possess about clients and their 

commercial milieus. For example, it can sometimes be 

much easier to get important anti-fraud advice and 

information to small businesses by cascading it down 

to their accountants via the accountancy profession 

as a whole. In fraud investigations, whether the small 

business is a suspect or a victim, the accountant’s 

close knowledge of its business model and processes 

can help investigators avoid many a false conclusion or 

misunderstanding.

ICAEW is an important Fraud Advisory Panel 

supporter and donor
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